Installing the CA-Certificates with the Internet Explorer

Certificates are an important security feature for web Browsers. They can be seen as a
digital ID card of a server and identify your web server. In addition, and are needed
for proper encryption of data transferred.

Meanwhile, the Max Planck Society has a so called certificate authority. This can be
compared to a passport office, which can provide and approve digital 1Ds of servers
and people. At the MPI of Economics, we use those certificates to properly identify
our web servers. In order to get this to work properly, you must load the certificates
into your browser. This must be done just once. Please read below, how it would work.
In case of questions or problems, please do not hesitate to ask at the IT department.

Best regards

Thomas Baumann
Head of IT

You need to install a ‘chain of trust'.
These certificates are used to identify our web-server to ensure the security of your
data.

Just follow the steps and click the buttons or links highlighted with the red border.

Open the Max Planck Institute of Economics Homepage.
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Click on “install certificates”
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Choose the “1. Rootcertificate” entry



File Download - Security Warning X|

Do you want to open or save this file?

o] Mame: rookcert.cer

Type: Security Cerkificate, 1,28KE
From: pki.pca.dfn.de
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paotentially harm pour computer. [f yow do nok truzt the zource, do not

|ﬁ) While files from the Internet can be usebul, thiz file lupe can
2 open or gave thiz zoftware. What's the risk?

Choose “Open” in the opening dialog-box

General | petails | Certification Path |

B
Certificate Information

This certificate is intended for the following purpose(s):

+ il issuance policies
+ il application policies

Issued to: Deutsche Telekom Rook C4 2

Issued by: Deutsche Telekom Root CA 2

¥alid from 09.07,1939 to 10.07.2019

Issuer Statement |

Choose “Install Certificate...”

During next steps please confirm the given default values.



ate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate brust
lisks, and certificate revocation lisks From your disk to a
certificate stare,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used to prokect data or ko establish secure netwark,
connections, & certificate store is the system area where
certificates are kept,

To continug, click Next.

Cancel |

Cettificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For

& futomatically select the certificate store based on the bype of certificate:

€ Place all certificates in the Following stare

Certificate store:

Erowse, .. |

< Back I Mexk = il Cancel |

Certificate Import Wizard x|

Completing the Certificate Import

- Wizard
¥ou have successfully completed the Certificate Impark

wizard,

¥ou have specified the following settings:

Certificate Store Selected  Automatically determined by t
Content Certificate

< | i

< Back I Finish il Cancel |
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General | Details | Certification Path |

B
Certificate Information

This certificate is intended for the following purpose{s):

+ All issuance policies
+ All application policies

Issued to: Deutsche Telekom oot CA 2

Issued by: Deutsche Telekom Root CA 2

¥alid from 09.07.1999 to 10.07.2019

Inskall Certificate...§| Issuer Skatement |

()

Now follow the procedure again for “2. DFN-PCA Certificate” and “3. MPG CA
Certificate”

CA-Certificates

» 1. Rootcertificate
n(z. DFN-PCA n::ertiﬁ-:ate)
» 3. MPG CA Certificate

CA-Certificates

¥ 1. Rootcertificate
b 2. OFM-PCA Certificate
h(S. MBS CA Certificate )




